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I. Introduction. 

a. Technology often evokes change; it has been described as “anything that 

wasn’t around when you were born.”  

b. Technology has, and will continue to, fundamentally change the practice 

of law:  communication, presentation, marketing, workflow, virtual 

offices, storage of information, ESI and e-discovery, mobile devices, etc. 

 

II. Social Media Generally 

a. It is ubiquitous 

i. Facebook has 1.19 billion monthly users, 874 million mobile users, 

and 728 million daily users 

1. Average Facebook user has at least 130 friends 

ii. LinkedIn has 300 million registered users. 

iii. Twitter has 288 million monthly active users. 

1. About 6,000 tweets per second 

2. Over 350,000 tweets per minute 

3. 500 million tweets per day  

4. 200 billion tweets per year 

iv. Instagram has 300 million monthly active users 

b. By its nature, social media is not private 

i. The privacy policies of most social media services state that they do 

not guarantee privacy of posted content and metadata 

1. Twitter: “What you say on Twitter may be viewed all 

around the world instantly.” 
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III. Applicable Rules 

a. Rule 7.1 –Communications Concerning A Lawyer's Services 

(a) A lawyer shall not make a false or misleading communication about 

the lawyer or the lawyer’s services. A communication is false or 

misleading if it contains a material misrepresentation of fact or law, or 

omits a fact when omission of such fact makes the statement materially 

false or misleading as a whole. 

(b) A communication violates this rule if it advertises specific or 

cumulative case results, without a disclaimer that (i) puts the case results 

in a context that is not misleading; (ii) states that case results depend upon 

a variety of factors unique to each case; and (iii) further states that case 

results do not guarantee or predict a similar result in any future case 

undertaken by the lawyer. The disclaimer shall precede the 

communication of the case results. When the communication is in writing, 

the disclaimer shall be in bold type face and uppercase letters in a font 

size that is at least as large as the largest text used to advertise the specific 

or cumulative case results and in the same color and against the same 

colored background as the text used to advertise the specific or 

cumulative case results. 

(c) Any advertising pursuant to this Rule shall include the name and office 

address of at least one lawyer responsible for its content; or, in the 

alternative, a law firm may file with the Virginia State Bar a current 

written statement identifying the lawyer responsible for the law firm’s 

advertising and its office address. The law firm shall promptly update the 

written statement if there is any change in status. 

(d) A lawyer shall timely respond to and fully cooperate with any requests 

for information by Ethics Counsel regarding the lawyer’s advertising. 

b. Rule 7.3 - Direct Contact With Potential Clients 

(a) A lawyer shall not solicit employment from a potential client if:  

(1) the potential client has made known to the lawyer a desire not to 

be solicited by the lawyer; or 
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(2) the solicitation involves harassment, undue influence, coercion, 

duress, compulsion, intimidation, threats or unwarranted promises 

of benefits. 

(b) A lawyer shall not give anything of value to a person for 

recommending the lawyer’s services except that a lawyer may: 

(1) pay the reasonable costs of advertisements or communications 

permitted by this Rule and Rule 7.1;  

(2) pay the usual charges of a legal service plan or a not-for-profit 

qualified lawyer referral service; 

(3) pay for a law practice in accordance with Rule 1.17; and  

(4) give nominal gifts of gratitude that are neither intended nor 

reasonably expected to be a form of compensation for 

recommending a lawyer’s services. 

(c) Every written, recorded or electronic communication from a 

lawyer soliciting professional employment from a potential client 

known to be in need of legal services in a particular matter shall 

conspicuously display the words “ADVERTISING MATERIAL” 

on the outside envelope, if any, and at the beginning and ending 

of any recorded or electronic communication, unless the recipient 

of the communication: 

(1) is a lawyer; or  

(2) has a familial, personal, or prior professional 

relationship with the lawyer; or 

(3) is one who has had prior contact with the lawyer. 

c. Rule 7.4 - Communication Of Fields Of Practice And Certification 

 

Lawyers may state, announce or hold themselves  out as limiting 

their  practice in a particular area or field of law so long as 

the  communication of such limitation of practice is in accordance with the 

standards of this Rule,  Rule 7.1 and Rule 7.3, as appropriate. A lawyer 
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shall not state or imply that the lawyer has been recognized or certified as 

a specialist in a particular field of law except as follows: 

(a) A lawyer admitted to engage in patent practice before the United 

States Patent and Trademark Office may use the designation "Patent 

Attorney" or a substantially similar designation; 

(b) A lawyer engaged in Admiralty practice may use as a designation 

"Admiralty," "Proctor in Admiralty" or a substantially similar designation; 

(c) A lawyer who has been certified by the Supreme Court of Virginia as a 

specialist in some capacity may use the designation of being so certified, 

e.g., "certified mediator" or a substantially similar designation; 

(d) A lawyer may communicate the fact that the lawyer has been certified 

as a specialist in a field of law by a named organization, provided that the 

communication clearly states that there is no procedure in the 

Commonwealth of Virginia for approving certifying organizations. 

d. Rule 1.1 - Competence 

i. Effective March 1, 2016, Virginia adding the bolded text below to 

Comment [6] of Virginia’s Rule 1.1: 

1. “To maintain the requisite knowledge and skill, a lawyer 

should engage in continuing study and education in the 

areas of practice in which the lawyer is engaged.  Attention 

should be paid to the benefits and risks associated with 

relevant technology.  The Mandatory Continuing Legal 

Education requirements of the Rules of the Supreme Court 

of Virginia set the minimum standard for continuing study 

and education which a lawyer licensed and practicing in 

Virginia must satisfy.  If a system of peer review has been 

established, the lawyer should consider making use of it in 

appropriate circumstances.”  Comment [1], Va. Rules of 

Professional Conduct, Rule 1.1 (emphasis added). 

e. Rule 1.6 – Confidentiality of Information  

i. Effective March 1, 2016, Virginia revised Rule 1.6: 
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1.  “A lawyer shall make reasonable efforts to prevent the 

inadvertent or unauthorized disclosure of, or unauthorized 

access to, information protected under this Rule.”   

ii. Comments were also revised regarding the preservation of 

confidentiality:  

1. A lawyer must act reasonably to safeguard protected 

information against unauthorized access by third parties and 

against inadvertent or unauthorized disclosure by the lawyer 

or other persons who are participating in the representation 

of the client or who are subject to the lawyer’s supervision. 

See Rules 1.1, 5.1 and 5.3.   

2. Unauthorized access to, or the inadvertent or unauthorized 

disclosure of, confidential information does not constitute a 

violation of the Rules if the lawyer has made reasonable 

efforts to prevent the access or disclosure.   

a. Factors determining reasonableness include the 

sensitivity of the information, the likelihood of 

disclosure if additional safeguards are not employed, 

the employment or engagement of persons competent 

with technology, the cost of employing additional 

safeguards, the difficulty of implementing the 

safeguards, and the extent to which the safeguards 

adversely affect the lawyer’s ability to represent clients  

IV. The basics 

a. To what communications do the ethics rules apply? 

i. Ethics rules apply both to communications through public media as 

well as communications targeted to one or more persons.  Rule 7.1 

Comment 1. 

b. What is a “misleading statement?”  

i. Any statement “likely to mislead the public or a prospective client.”  

Rule 7.1 Comment 1.   

ii. Commentary Examples:  

1. “you pay nothing unless we win”  

a. False?  Misleading?  
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i. Rule 1.8(e) – provision of financial assistance to 

client 

2. “We handle complex products liability cases.” 

a. False?  Misleading? 

i. What if you simply intake the clients and pass 

them along?  

3. “Our average fee is One Hundred Bazillion Dollars” 

a. False?  Misleading? 

i. Statements regarding average, minimum, or 

estimated fees may be misleading due to the 

fact-specific nature of cases. 

4. “Most of our cases are settled out of court.” 

a. False?  Misleading? 

i. Commercial publicity conveying information 

as to results previously achieved, general or 

average solutions, or expected outcomes may 

be misleading without appropriate disclaimers.  

5. “Through creative thinking, our firm obtains unique results” 

a. False?  Misleading? 

i. Advertisements or other claims that convey an 

impression that the ingenuity of the lawyer, 

rather than the justice of the claim is 

determinative are similarly likely to be 

misleading.   

6. “Lawyer Smith has obtained verdicts in excess of Ten 

Gazillion Dollars” 

a. False?  Misleading? 

i. Communications setting forth specific or 

aggregate case results should disclose the 

impossibility of assuring any particular result 

in a given case.   

ii. The communication’s meaning must be 

capable of being understood by the reasonably 

prudent layperson. 
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iii. When is a truthful statement misleading? 

1. If it omits a necessary fact  

2. If there is a substantial likelihood that it will lead a 

reasonable person to formulate a specific conclusion about 

the lawyer or the lawyer’s services for which there is no 

reasonable factual foundation.  

3. Examples: 

a.  “We won a $2 million verdict in this case”  

i. Truthful? Yes. 

ii. Misleading? Yes... if in fact the verdict had 

been overturned by an appellate court.  

b. “We have obtained over 20 verdicts exceeding a 

million dollars.” 

i. Truthful? Yes. 

ii. Misleading? Possibly…  

1. “if presented so as to lead a reasonable 

person to form an unjustified 

expectation that the same results could 

be obtained “ 

iv. What if someone else says something misleading? 

1. Rule 8.4(a) – if you adopt it, it’s yours.  

2. Watch out – Avvo profiles, LinkedIn reviews, Facebook 

postings, and Twitter are all areas you may have a duty to 

“curate” for improper comments by others 

c. Solicitations  

i. What is… and is not … a “solicitation”? 

1. Rule 7.3   A solicitation is a targeted communication 

initiated by the lawyer that is directed to a specific potential 

client and that offers to provide, or can reasonably be 

understood as offering to provide, legal services.   

2. A communication is generally NOT a solicitation if it is 

directed to the general public.   

a. e.g., billboards, internet banners, commercials, etc.  

ii. Can you repeatedly solicit the same client or clients?  
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1. e.g., trying to assemble a class of plaintiffs 

2. This could constitute “coercion, duress or harassment” 

within the meaning of Rule 7.3(a) 

iii. Paying Others to Recommend a Lawyer 

1. You cannot pay others for channeling professional 

work.  Rule 7.3(b). 

2. You cannot pay another person for recommending you, for 

influencing a potential client to employ you, or to encourage 

future recommendations.  

3. You can pay for advertising and communications permitted 

by this Rule, including the costs of print directory listings, 

on-line directory listings, newspaper ads, television and 

radio airtime, domain-name registrations, sponsorship fees, 

banner ads, and group advertising.  

4. You can pay for employees, agents, and vendors performing 

marketing or client-development services, such as publicists, 

public-relations personnel, marketing personnel, business-

development staff, and website designers.  Rule 7.3 

Comment 4.  

a. However, consider Rule 5.3: you can be held 

responsible for the activities of your “non-lawyer 

assistants.” 

5. You can pay the usual charges of a legal service plan or a 

not-for-profit lawyer referral service.  Rule 7.3(b)(1). 

iv. Advertising Material 

1. Rule 7.3(c) requires that certain communications be marked 

“ADVERTISING MATERIAL.” 

a. Every … communication …  soliciting professional 

employment from a potential client known to be in 

need of legal services in a particular matter shall 

conspicuously display the words “ADVERTISING 

MATERIAL” on the outside envelope, if any, and at 

the beginning and ending of any recorded or 

electronic communication…” 
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b. This does NOT apply to communications sent in 

response to requests of potential clients or their 

spokespersons or sponsors. 

i. E.g., contact from a client to you through your 

blog, Avvo profile, Twitter, etc. 

ii. But…  prior contact from the lawyer in the 

form of advertising material does not 

circumvent the need to include the words 

“ADVERTISING MATERIAL” in future 

contacts.  

c. General announcements by lawyers, including 

changes in personnel or office location, do not 

constitute communications soliciting professional 

employment. 

 

d. Communicating what you do (and what you want to do) 

i. You may indicate areas of practice, that you practice only in certain 

fields, and/or that you will not accept matters in a specified field or 

fields.  Rule 7.4 

ii. You may generally state that you are a "specialist," practice a 

"specialty," or "specialize in" particular fields.  Rule 7.4. 

1. But beware Rule 7.1. (false and misleading). 

iii. You may not advertise that you have been recognized or certified 

as a specialist in a particular field of law except under limited 

circumstances.  

1. If you say you are certified as a specialist by an organization 

other than the Virginia Supreme Court, you must clearly 

disclose that there is no procedure in Virginia for approving 

certifying organizations.  

 

V. Competence re: technology 

a. New Rule 1.1 and 1.6 

i. Lawyers in law firms have an ethical duty to supervise subordinate 

lawyers and non-lawyer staff to ensure that their conduct complies 
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with applicable rules of conduct, including the ethical duty of 

confidentiality. See Rules 5.1 and 5.3. 

VI. Your “online” marketing activities – some examples  

a. Be sure that blogging, social media, twitter, etc. does not violate Rule 3.5 

– Impartiality and decorum of the tribunal 

i. Do not do, say, or post anything regarding an adversary 

proceeding to a judge. 

ii. Do not communicate directly or indirectly with a juror or anyone 

known to be a member of the venire. 

iii. Do not do anything that could be considered harassing of a juror or 

a member of the venire during or after the trial. 

b. Be very careful making statements regarding the impartiality of judges. 

i. Dangerous territory… for many reasons.  See Rule 8.2. 

c. Do not make statements that could interfere with the fairness of a jury 

trial.  See Rule 3.6 – Trial Publicity. 

i. And don’t let your employees and associates make such 

statements. 

d. Online Endorsements 

i. Think: LinkedIn reviews, online Martindale—Hubbell reviews, 

posts by clients to your firm Facebook page, etc. 

ii. Linked In allows you to ask for and receive “recommendations” 

from clients, colleagues, etc., which should be edited, if necessary, 

to ensure they comply with all RPCs. 

iii. Your endorsement of another lawyer could be improper – watch 

out. (LinkedIn, Martindale, etc.) 

iv. Client recommendations are analogous to client testimonials, so: 

1. You cannot do indirectly – through a peer endorsement or a 

client testimonial – what you cannot do directly.  Rule 8.4(a). 

2. Duty to monitor your social network sites? 

a. Do you need to revise or delete improper comments 

by others? 

i. If Client Jane Doe posts to Lawyer Smith’s 

LinkedIn page that “Lawyer Smith is the best 

divorce lawyer in Virginia,” can he allow the 

statement to remain? 

ii. What if Client Jane Doe Tweets: 

“@LawyerSmith is the 

#BESTlawyerinAmerica”? 
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e. Unintended Relationships 

i. Consider websites such as Avvo where legal advice is provided. 

1. Whenever lawyers communicate with non-clients about a 

legal matter, the communication might create an attorney-

client relationship. Sometimes relationship is intended, other 

times the relationship is imposed by law  

a. Is answering a neighbor’s question at a cocktail party 

that much different from answering a person’s legal 

question on Avvo? 

i. What about responding to a comment on your 

blog? 

ii. Responding to a question on Twitter? 

b. Social media creates many novel opportunities for 

unintended attorney-client relationships to develop. 

Beware. 

ii. LEO 1842 (communications with website visitors) 

1. If a lawyer by online forms, e-mail, chat room, social 

networking site, etc. elicits specific information about a 

person’s particular legal problem and provides advice to 

that person, there is a risk that a lawyer-client relationship 

will have formed. LEO 1842. 

f. Don’t engage in “pretexting” 

i. Connecting with someone online (think Facebook or LinkedIn) to 

obtain useful information via some sort of pretext. 

ii. Violates Virginia Rule 8.4(c) prohibition against “dishonesty, fraud, 

deceit or misrepresentation.”   

g. Advertising 

i. VSB services 

1. VSB offers pre-screening of ads 

2. VSB checklist for ads: 

http://www.vsb.org/site/regulation/checklist-for-lawyers-

who-advertise 

ii. When is a disclaimer required? 
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1. Virginia Adver. Op. A-0110 (4/14/98) ("Lawyers who 

communicate on the Internet in 'real time' chat rooms must 

abide by the restrictions on solicitation set forth in DR 2-103 

[now appearing in Rule 7.3(a)]. 'In-person' communication in 

personal injury and wrongful death cases is prohibited,  

2. Statements made on social networks about a lawyer’s 

services may be subject to the advertising rules. 

3. Disclaimers required for specific case results and 

specialization claims [Rule 7.4(d)]. 

4. Making “friend” or “connection” requests?  

a. Such invites likely not subject to Rule 7.3.  Potential 

client can decline. The invite is not considered in-

person communication with prospective clients. 

5. Disclaimer is required for listing “specialty” on LinkedIn. 

Rule 7.4(d). 

iii. Use of terms .. “expert” and “authority” and “best” 

1. Beware use of superlatives … easy to do in more “informal” 

online posting.  Impossible to verify.  Rule 8.4. 

iv. Disclosing your successes 

1. You may describe your past successes, but require specific 

disclaimers.  

2. Virginia Rule 7.1(b) (prohibiting an advertisement which 

"advertises specific or cumulative case results, without a 

disclaimer that (i) puts the case results in a context that is not 

misleading; (ii) states that case results depend upon a variety 

of factors unique to each case; and (iii) further states that 

case results do not guarantee or predict a similar result in 

any future case undertaken by the lawyer. The disclaimer 

shall precede the communication of the case results. When 

the communication is in writing, the disclaimer shall be in 

bold type face and uppercase letters in a font size that is at 

least as large as the largest text used to advertise the specific 

or cumulative case results and in the same color and against 

the same colored background as the text used to advertise 

the specific or cumulative case results.").  

h. Automated marketing 

i. Beware violating Rule 7.1 (false or misleading) and Rule 7.3 

(coercion, duress, or harassment) 
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i. Blogging 

i. Is considered advertising and is subject to Rules 7.1 – 7.5 and all 

other RPCs. 

1. Use an appropriate blog name.  

2. Blog about appropriate things. 

3. Obviously, don’t say untrue things. 

ii. Beware disclosing too many details about a client or a case – Rule 

1.6 

1. Hunter v. Va. State Bar ex rel. Third Dist. Comm., 285 Va. 

485 (2013)  

a. State bar initially held that blog discussing public 

aspects of representation of criminal clients violated 

rule 1.6 (confidentiality) and that the blog violated 

advertising rules. 

b. Virginia Supreme Court held  

i. The blog did not violate Rule 1.6 because 

information was publicly available 

ii. The blog was advertising because it described 

the lawyer’s own successes, and those of other 

lawyers.  Therefore, it was required to have the 

disclaimer mandated for all "successful case 

results.” 

j. Solicitation 

i. What is it and when does it happen? 

1. Generally, when you ask someone to contact you, visit your 

website, or otherwise make contact or become a client, then 

you a soliciting business and need a disclaimer.  

k. Generating “leads” online 

i. You may not  join a lead-sharing organization in which 

membership "is often dependent on the number of leads a member 

passes.  Virginia LEO 1846 (2/2/09).  Such referral arrangements are 

impermissible because: 

1. They may amount to a "quid pro quo payment for services" 

in violation of the prohibition on providing something of 

value in return for a referral 
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2. They "may put the client's interests at risk" because the 

lawyer may be obligated to refer a client to one lawyer when 

another lawyer may be better suited 

3. They may cause the lawyer to face a personal conflict of 

interest because the lawyer may not feel free "to choose the 

most appropriate specialty provider for a client";  

4. In some instances, "[t]he mere disclosure of a client's name 

and specific need in certain circumstances may be enough to 

violate the Rule without consent of the client."  

l. Super lawyers 

i. You want to be one, right?  But how do you tell people about it? 

ii. Allen, Allen, Allen & Allen v. Williams, 254 F. Supp. 2d 614 (E.D. 

Va. 2003) 

1. Allen firm filed suit for a preliminary injunction against the 

Virginia State Bar.  The Allen firm won.  The Bar resolved 

the disputes and issued an advertising opinion allowing 

references to individual lawyers' inclusion in "The Best 

Lawyers in America" list -- but prohibiting the law firm from 

bragging about itself, and also requiring additional 

disclosure if the lawyer has been "de-listed" by such 

publication. Virginia Adver. Op. A-0114 (8/26/05)  

2. Attorneys must also use care in crafting language for 

advertising so as not to impute the credentials bestowed 

upon individual attorneys to the entire firm. For example, a 

law firm cannot make statements or claims that imply or 

suggest that the law firm has been rated 'the best' in a 

practice area simply because some lawyers in the firm have 

been included in the publication The Best Lawyers in 

America. Such a statement or claim is also prohibited 

because The Best Lawyers in America only rates and lists 

individual lawyers, not law firms.").  

m. Domain names 

i. Must comply with other rules regarding firm names 

ii. LEO 1873 
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1. If Smith withdraws from "Smith & Jones, P.C.", the firm does 

not need to stop using the Internet domain name 

"smithjones.com." An immediate termination would not 

serve "the interests of the public" or "the partners in the 

former firm who collectively built goodwill and created 

value associated with that firm name." 

a. The appropriate way to handle the situation is with a 

notice as an "appropriate way of explaining why 

smithjones.com is no longer the Smith & Jones 

website."  

i. But beware: the notice may not indicate that 

Smith & Jones "has now become" the "Jones 

Law Office," because that could mislead 

visitors as to the nature of Smith’s departure 

from the firm (stopped practicing law vs. joins 

another firm vs. disbarred, etc.)  

n. Virtual offices 

i. Virginia LEO 1872 (3/29/13) (Lawyers must be mindful of their 

confidentiality, supervision and marketing responsibilities, among 

other things, if they practice "virtually," or if they combine a virtual 

practice with an "executive office suite" for meetings and other 

activities requiring a physical office; "The use of an executive 

office/suite rental or any other kind of shared, non-exclusive space, 

either in conjunction with a virtual law practice or as an addition to 

a 'traditional' office- based practice, raises a separate issue. A non-

exclusive office space or virtual law office that is advertised as a 

location of the firm must be an office where the lawyer provides 

legal services. Depending on the facts and circumstances, it may be 

improper under Rule 7.1 for a lawyer to list or hold out a rented 

office space as her 'law office' on letterhead or other public 

communications. Factors to be considered in making this 

determination include the frequency with which the lawyer uses 

the space, whether non-lawyers also use the space, and whether 

signage indicates that the space is used as a law office. In addition, 
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a lawyer may not list alternative or rented office spaces in public 

communications for the purpose of misleading prospective clients 

into believing that the lawyer has a more geographically diverse 

practice and/or more firm resources than is actually the case. As 

discussed above in the context of Internet-based service providers, 

a lawyer must also pay careful attention to protecting 

confidentiality if any client information is stored or received in a 

shared space  


