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Privacy/Free Speech

Have you recently had a particularly bad 
experience as a patron of a business? 
Chances are you did not find a comment 
card to document your displeasure; 

however, you may have pulled out your smart-
phone and left a low-scoring review of the offend-
ing business on Yelp!

Online services, such as Yelp!, Angie’s List, and 
TripAdvisor have empowered customers by al-
lowing them to provide highly visible feedback on 
their experiences with businesses. This consumer 
power is especially strong for individuals who 
wish to document their negative encounters on one 
of these many services that act as digital sounding 
boards for customer reviews. Social media services 
– including Facebook and Google+ – have joined 
the fray of traditional online business review sites 
and now individuals can share their business re-
views within their social networks, as well as pop-
ulate search results with their feedback. For many 
businesses, these collections of online reviews 
can be a significant marketing and goodwill tool. 
A recent Harvard study showed that each ratings 
star (on as scale of zero to five) applied to a Yelp! 
review translated to anywhere from a five percent 
to nine percent boost in revenue.1 It is inevitable 
that when business finances become intertwined 
with personal emotions, the legal system will find 
a place at the table, as has occurred with the rise in 
popularity of the online review. 

Complex, lengthy, and high-stakes suits related 
to online reviews have only increased as busi-
ness owners better understand the significance of 
their online reputations and their desire to combat 
defamatory reviews. In 2012, a case was initiated 
in the Alexandria Circuit Court involving a North-
ern Virginia carpet cleaning business which sued 
over defamatory online reviews posted on a Yelp! 
business profile. The business alleged that multiple 
reviews were not created by legitimate customers 
and that the content in the reviews was actionable 
for containing falsities related to the company’s 
service performance. The dispute eventually made 

Seeing stars over Yelp! reviews

its way to the Virginia Supreme Court.2 In 2014, 
a case was initiated in the Fairfax County Circuit 
Court involving a business contractor seeking 
$750,000 in damages in response to a single Yelp! 
review. Fairfax County was also home to a 2014 
case of a daycare provider suing for $75,000 relat-
ing to a single Yelp! review critical of the company 
and its owners. 

The need for legal representation in connection 
with an online review is likely to arise only after 
an offensive or defamatory review has been posted 
online. Defamation in the online realm is no dif-
ferent than traditional defamation although proof 
of publication is more easily accomplished with 
a quick screen shot of an offensive review. Just 
like in traditional print or in speech defamation 
theories, an online review may be actionable if it 
contains a false statement of fact that brings harm 
to another. Consider these scenarios:

(A) a business owner contacts your law 
office asking for options on how to 
handle a purported former customer’s 
review that appears on their Yelp! page 
and is believed to be driving away 
customers; 

(B)  an individual seeks your legal 
guidance after being served with a 
$100,000 defamation lawsuit based 
upon a recent and harshly-worded 
Angie’s List retelling of their experi-
ence with a home contractor’s kitchen 
remodel; or perhaps 

(C)  your own solo practice falls victim 
to a malicious review on the website 
Avvo (a site that focuses on rating and 
reviewing legal professionals) and 
now the review, including a laundry 
list of false accusations relating to 
your services and legal acumen, is 
associated with your name. 

All of these scenarios, which began with just a 
few clicks by the poster, may result in lengthy legal 
action and significant costs for all parties involved.
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Before bringing the court system in to these 
“one-star spats,” business owners and attorneys 
should carefully examine the policies of the online 
service that has facilitated and hosted the problem-
atic review(s). Most services have specific policies 
in place for a business owner (as well as a user/
poster) to address disputes through a review. Dis-
pute policies may be as basic as the opportunity for 
the business to publicly respond to a reviewer by 
allocating whitespace below reviews or as com-
plex as a complete internal arbitration process that 
decides whether the user and/or business should 
prevail in retaining or removing a review. In other 
instances, the service may have few or no policies 
at all to guide any dispute between business and 
user. It is wise to check these polices before set-
tling on a particular course of action. The policies 
may offer a simple solution to the dispute, and 
bypassing them could prove costly. As a current 
example, a business operating a profile on the ser-
vice Angie’s List is permanently banned from the 
site – and all its reviews and awards are erased – if 
the business initiates a lawsuit rather than seeking 
to resolve a dispute within the Angie’s List internal 
programs.

When deciding on how to respond to a poten-
tially defamatory review, the aggrieved business 
should be mindful of additional harms they may 
create by attacking a review. In some instances, 
initiating a lawsuit against a displeased customer 
can bring on a cyber brigade of online activists 
wishing to defend the First Amendment rights of 
the customer in their chivalrous pursuit to protect 
the “little guy” against a perceived “bully” com-
pany. 

For example, in 2015, a sole proprietor operat-
ing a dog obedience program in Fairfax County 
sued a former customer who left a negative Yelp! 
review and sought $65,000 in damages, along with 
injunctive relief. Upon news of the lawsuit reach-
ing social media platforms like Twitter and Reddit, 
dozens of one-star reviews slamming the business 
flooded the company’s Yelp! page. In what was 
partially a “Streisand Effect”3 to the situation, a 
great amount of exposure came to the negative 
review. Rather than conducting a dialog to discuss 
the actual services provided by the business, how-
ever, most of the responsive reviews came to the 
intended aid of the customer in the forms of debate 
over free speech and displeasure at use of the court 
system to resolve a problem as small as a negative 
Yelp! review. 

When options provided by the service host-
ing the defamatory review fall short of providing 
an adequate remedy – as they often do – then the 
courts may be the only remaining solution. The 
first, and sometimes most significant, hurdle is to 
actually identify the party who placed an online 
post at the center of the defamation claim. In a 
plaintiff’s ideal world there would be a full legal 

name attached to every review, along with a profile 
with an associated physical and/or email address. 
However, the internet is built to thrive upon prin-
ciples of anonymity, and though most review sites 
require a person to register an account before post-
ing, the registration process may allow for little 
identifiable (or fabricated) information. Although 
the content of the review may make it instantly 
clear to a prospective plaintiff as to which specific 
customer left the review, many times defamatory 
reviews are ambiguous and do not leave enough 
evidence to identify any specific individual from 
a pool of prior customers. In addition, it can be 
difficult to determine if reviews are even placed by 
actual customers and not competitors or personal 
enemies of the business owner. As a further ex-
ample of complication, negative reviews could be 
the product of one particularly upset customer who 
creates multiple accounts each stating something 
negative about the business to give an impression 
of a pattern of poor performance. In such instances 
of uncertainty over the identity of the author of a 
review, filing suit against a John Doe in order to 
obtain information to ascertain a defendant may be 
a first step. This can be a time consuming process. 
The issuance of a subpoena duces tecum to the 
service that hosted a review may not result in any 
identifying information, such as the email address 
or Internet Protocol address (IP address) of the 
poster. With information such as an IP address, it 
may be possible to identify a name or even a physi-
cal address by involving the associated internet 
service provider.

In Virginia, time is a constant enemy in defama-
tion cases. An action in defamation must com-
mence in Virginia within one year after the cause 
of action accrues. Courts have consistently held 
that merely filing a John Doe action is not suffi-
cient to toll the statute of limitations, meaning that 
a defendant be named within the statutory window 
to preserve suit. This poses a particular problem in 
cases of online defamation where often the party is 
not easily identifiable due to an anonymous post. 
Fortunately, to address this particular conundrum, 
the legislature added language in 2015 to the Code 
of Virginia. Virginia Code §8.01-247.1 tolls the 
statute of limitations “until the identity of the pub-
lisher is discovered or, by the exercise of due dili-
gence, reasonably should have been discovered.”

Time can also serve as an enemy if the prob-
lematic review remains active and visible during 
the lifespan of a lawsuit. Some services, such 
as Google+, are hesitant to remove an offensive 
review until a court order requires them to take 
specific action. With limited summary judgment 
relief in Virginia and a long timeline to bring a 
civil matter to hearing, an aggrieved business 
owner may be stuck staring at an offensive review 
for many months without recourse. Preliminary 
injunctive relief can be used to bring about a faster 
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removal of a review, but that may be a daunting 
task. Opinions are protected by the First Amend-
ment and generally not considered defamatory 
speech. By nature, business review services are 
a forum for customers to voice “opinions”, and 
unless there is a very clear case of deceit or mali-
cious intent, it may be an uphill battle for a litigant 
to convince a court that the balance of hardships 
should be decided in favor of a frustrated business 
over an individual’s constitutional rights.

From a litigant’s perspective, online defama-
tion cases involving business reviews can also be 
especially difficult to prove. Even when compared 
to traditional defamation suits, cases that are based 
on an online review may hinge upon very minor 
differences in viewpoints. Truth is in eye of the 
beholder and a customer’s perception of their expe-
rience may be vastly different than the business 
owner. A customer placing a review may not be 
liable for defamation simply because they were 
overly sensitive to a particular aspect of their expe-
rience. Subsequently, deciding to voice an opinion 
in a scathing manner is not going to win the day for 
the business. The way we as a society speak online 
is also relevant. Hyperbole is a near expectation 
in online reviews (for example, how many times 
have you read “this is the best place ever!”?), and 
the opposite end of a glowing review can sound as 
if a customer endured immeasurable torture at the 
hands of a mixed up waiter’s hamburger order or 
waiting for an electrical repair on a life-threatening 
broken ceiling fan switch. Not every word in a 
review is protected by the First Amendment simply 
because it is wrapped within the four corners of 
a service that claims to be aggregating customer 
feedback about businesses, but the language of a 
review should be analyzed in the context of be-
ing presented on a website or application that is 
requesting an “opinion” from customers. 

In some instances, which can be identified more 
easily as defamation, the reviewer may not have 
interacted with a company or purchased its product 
or service. Similarly concerning for a business, a 
reviewer may be inserting falsities in to an other-
wise truthful or accurate summary in an attempt to 
create overall credibility – which makes parsing 
defamatory language even more difficult. Many 
more times, however, an online review merely acts 
as a highly visible canvas for a customer to parade 
out every last grievance; without an adequate way 
to respond, a business owner may take particular 
exception and incorrectly believe they have been 
defamed simply because of the magnitude and 
sheer negativity of what is written. 

Even if a business prevails in a defamation 
claim, the damages can be difficult to determine if 
one cannot clearly identify an impact on customer 
base, goodwill, or loss of business. One small 
outlier review in a sea of positive reviews may 
be inconsequential to the business. Even if some 

correlation can be argued between the review and 
any loss of business, there is rarely any concrete 
evidence that a business was financially harmed to 
a degree that justifies litigation. The unfortunate 
“principle-based” suits flourish in the online re-
view arena as a result of these evidentiary short-
comings. 

Looking at the legal process from the perspec-
tive of a reviewer who is voicing a legitimate nega-
tive experience about a company, Virginia lacks 
adequate methods to protect such parties from 
incurring significant expense and inconvenience 
once a suit is initiated. Virginia’s civil procedure 
is void of an effective method to protect individu-
als against having their free speech silenced by a 
burdensome lawsuit. Many reviewers would rather 
remove their negative post in hopes of ending 
a legal battle when the alternative is to press on 
and run the risks and costs of litigation. Virginia 
does not have what are known as Anti-SLAPP 
laws, which are common in many other states. In 
states with such laws, courts can quickly dispose 
of meritless legal actions deemed to be targeted at 
First Amendment Rights. Anti-SLAPP proponents 
argue for its adoption in Virginia as a powerful tool 
that would balance the rights of an individual who 
is alleged to have defamed a business on services 
such as Yelp! and Angie’s List.

As the significance of online reputations grows, 
it is expected that there will be an increase in 
litigation related to online customer reviews. For a 
business, taking the time to hire a lawyer who will 
file a complaint involves a great deal more effort 
than the furious keystrokes and clicks that created 
the conflict in the first place. For the attorney, the 
difficulties in identifying defendants, a lack of 
adequate remedy for the client, and the availability 
of internal, website-based resolution may warrant 
a recommendation against litigation. However, if 
litigation appears to be the only option, it would 
be wise to remind both the business and attorney 
that a follow-up review may be forthcoming. That 
future review is one that will inform the entire 
internet that a business just sued the one party  
historically told it is “always right.”
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